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1. Document Overview
1.1. Purpose

This document describes the user requirements and functional specifications of the DPF
Managerframeworkand applicationn PREFORMA project. The specifications are derived from

0KS Fylrteaira 2F (GKS aSY2NE Ly éedvaliilatihsofwa@ad ySSRa
feedback from specialists in image preservation, OAIS model requirements, as well as the
PREFORMA specifications.

To describe the procedures involved, the use cases are used. It is the intention here to define
functionalspecifications that describe all possible requirements in the project. For each Memory
Institution it can then be determirg if they will benefit from implementing all the features or

just a subset relevant to them. The same principle will clearly apply in order to explain how the
DPF Managercan be integrated inside the OAIS model. In addition of use ceaales,
functionalities for each component the ConformanceChecker are individually explained.

The operational requirements are also taken into account to ensure the applidatids all the
functionalities with security, privacy, reliability, recoability and performance.

The main purpose of this documentation is to identify requirements and specifications as well as
operational functionalities. The document will provide the specifications for the design
deliverable M16.

1.2.Needsanalysis

The PREFORMA project has already done a fantastic work capturing and analysing the
requirements from the memory institutions and other stakeholders.

To complement this analysiand to get an even deeper understanding of their current work
practices and needs, we have interviewed and sent questionnaires to Melmstitutions and

other stakeholders including organizations and companies concerned about preservation issues,
such as content producers for Memory Institutions and digitalization companigre also
taken into account.

After analysing KS NX adzZ 64 ¢S KIS ARSYGAFASR RAFFSNBY
collection size.
Knowing their workflow has helped s identify which software they are currently using and

evaluate their strengths and weaknesses. Memory Institutions that do not usélamalidation
tools have also provided valuable information.

Our knowledge andhie opinion ofother specialists in digital image preservation and the TIFF

format has helped us to identify the issues and challenges to take into account for long term
preservation of digital images.
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Finally, we have researched how tb&F Managewould help Memory Institutions using OAIS
model.

All this factorsare the base of our decisions about the functional specifications and technical
design.

1.3. Document structure

Section 1 provides the purposanalysis of stakeholder nesgand structure of this document as
well as references used in the preparation of this document and a list of abbreviations and
terminology.

Section 2 provides an introduction to the DPF manggeject

Section 3 introduces the concepts involved If&F format andigital image preservation.
Section 4 describes theeedsof memory institutiors depending on their collectiosize

Section 5 describes all thienctional and norAunctionalrequirements

Section6 descrilesthe requirementsfor the integration in the OAIS model.

Section7 describeghe usescenarios of the application

Section8 introduces the DPRanager interfaces

Section 9 describes trdmmand line interface

Section 10 describes the wervices interface

Sectionll describeghe DPF Manageagraphicaluser interface

Sectionl2 describes the different types of reports the DPF Manager is able to produce

1.4. Project References
This Section provides a list of the references that were used in preparation of this document.

Reference model for an open archivalormation system (OAIS) recommended practice CCSDS
650.0M-2

Trustworthy Repositories Audit & Certification: Criteria and Checklist Version BeBruary,
2007

TIFF Revision 6.0 FimalJune 3, 1992

Page |6




'_-..-—‘
DPF Manager

Adobe Photoshop® TIFF Technical Notes March 22, 200
Adobe PageMaker® 6.0 TIFF Technical Notes September 14, 1995

ISO 12234:2001 Electronic stifpicture imaging- Removable memory- Part 2: TIFF/EP image
data format

ISO 12639:2004 Graphic technolegiPrepress digital data exchangelag image lié format for
image technology (TIFF/IT)

XMP specification part 1Data model, serializations and core properties. April, 2012

XMP specification part 2Additional properties. April, 2012

XMP specification part 3Storage in files. May 2013

Exchangeable image file format for digital still cameras: Exif Version 2.3. December, 2012
Dublin Core Metadata Initiative, August 2007

IPTC Standard$”hoto Metadata White Paper, 2007 Document Revision 11

1.5. Acronyms and Abbreviations

AIP Archivallinformation Package

API Application Programming Interface
DAM Digital asset management

DIP Dissemination Information Package

GLAM  Galleries, Libraries, Archives and Museums
ICC International Color Consortium
ISO International Organization fdstandardization

OAIS Open Archival Information System

PDF Portable Document Format

PDI Preservation Description Information
QA Quality Assurance

SIP Submission Information Package
URL Uniform Resource Locator

XML eXtensible Markup Language
XMP eXtensible Metadata Platform
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1.6. Terminology

There are many terms which are used in this reference model and which need to have well
defined meanings. These terms are defined in this subsection. When first used in the text, they
are shown in bold andre capitalized. Subsequent use employs capitalization only.

Archival Information Package (AIP)An Information Package, consisting of the Content
Information and the associated Preservation Description Information (PDI), which is preserved
within an OAIS

Archive An organization that intends to preserve information for later access and use by a
Designated Community.

Associated DescriptionThe information describing the content of an Information Package.

Consumer The role played by those people or client systems, who interact with OAIS services to
find preserved information of interest and to access that information in detail. This can include
other OAISes, as well as internal OAIS persons or systems.

Content Data Object The Data Object, that together with associated Representation
Information, comprises the Content Information.

Content Information A set of information that is the original target of preservation or that
includes part or all of that informath. It is an Information Object composed of its Content Data
Object and its Representation Information.

Context Information The information that documents the relationships of the Content
Information to its environment. This includes why the Contentrmi@tion was created and how
it relates to other Content Information objects.

Data A reinterpretable representation of information in a formalized manner suitable for
communication, interpretation, or processing. Examples of data include a sequences,cd bi
table of numbers, the characters on a page, the recording of sounds made by a person speaking,
or a moon rock specimen.

Data Submission SessioA delivery of media or a single telecommunications session that
provides Data to an OAIS. The Data Ssbimn Session format/contents is based on a data
model negotiated between the OAIS and the Producer in the Submission Agreement. This data
model identifies the logical constructs used by the Producer and how they are represented on
each media delivery onithe telecommunication session.

Descriptive Information The set of information, consisting primarily of Package Descriptions,

which is provided to Data Management to support the finding, ordering, and retrieving of OAIS
information holdings by Consumers
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Designated CommunityAn identified group of potential Consumers who should be able to
understand a particular set of information. The Designated Community may be composed of
multiple user communities. A Designated Community is defined by the Archigdethas
definition may change over time.

Digital Migration: The transfer of digital information, while intending to preserve it, within the
OAIS. It is distinguished from transfers in general by three attributes:
a focus on the preservation of the full ammation content that needs preservation;
a perspective that the new archival implementation of the information is a replacement
for the old; and
an understanding that full control and responsibility over all aspects of the transfer
resides with the OAIS.

Digital Object An object composed of a set of bit sequences.

Dissemination Information Package (DIFAn Information Package, derived from one or more
AIPs, and sent by Archives to the Consumer in response to a request to the OAIS.

Independently Understandable A characteristic of information that is sufficiently complete to
allow it to be interpreted, understood and used by the Designated Community without having to
resort to special resources not widely available, including named individuals.

Information: Any type of knowledge that can be exchanged. In an exchange, it is represented by
data. An example is a string of bits (the data) accompanied by a description of how to interpret
the string of bits as numbers representing temperature observetioneasured in degrees
Celsius (the Representation Information).

Information Package A logical container composed of optional Content Information and
optional associated Preservation Description Information. Associated with this Information
Package is R#aging Information used to delimit and identify the Content Information and
Package Description information used to facilitate searches for the Content Information.

Information Property. That part of the Content Information as described by the Infornmatio
Property Description. The detailed expression, or value, of that part of the information content
is conveyed by the appropriate parts of the Content Data Object and its Representation
Information.

Knowledge BaseA set of information, incorporated by erson or system, that allows that
person or system to understand received information.

Long TermA period of time long enough for there to be concern about the impacts of changing
technologies, including support for new media and data formats, andobfaaging Designated
Community, on the information being held in an OAIS. This period extends into the indefinite
future.
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Long Term Preservationrhe act of maintaining information, Independently Understandable by

a Designhated Community, and with eviderstgporting its Authenticity, over the Long Term.
Management: The role played by those who set overall OAIS policy as one component in a
broader policy domain, for example as part of a larger organization.

Memory Institution: An organization maintaining r@epository of public knowledge, a generic
term used about institutions such as libraries, archives, museums, sites and monument records,
clearinghouses, providers of Digital Libraries and data aggregation services which serve as
memories for given socies or mankind.

Metadata: Data about other data.

Open Archival Information System (OAI&n Archive, consisting of an organization, which may

be part of a larger organization, of people and systems, that has accepted the responsibility to
preserve infomation and make it available for a Designated Community. It meets a set of
responsibilities that allows an OAIS Archive to be distinguished from other uses of the term

Wi NODKAGBSQd ¢KS GSNY WhLISYyQ Ay h! L{ AdZelagsh SR (2 .
Recommendations and standards are developed in open forums, and it does not imply that

access to the Archive is unrestricted.

Package DescriptianThe information intended for use by Access Aids.

Packaging InformationThe information that is ugkto bind and identify the components of an
Information Package. For example, it may be the 1ISO 9660 volume and directory information
used on a CIROM to provide the content of several files containing Content Information and
Preservation Description Inforation.

Preservation Description Information (PDIYThe information which is necessary for adequate
preservation of the Content Information and which can be categorized as Provenance,
Reference, Fixity, Context, and Access Rights Information.

Producer The role played by those persons or client systems that provide the information to be
preserved. This can include other OAISes or internal OAIS persons or systems.

Representation Information The information that maps a Data Object into more meaningful
concepts. An example of Representation Information for a bit sequence which is a FITS file might
consist of the FITS standard which defines the format plus a dictionary which defines the
meanirg in the file of keywords which are not part of the standard.

Another example is JPEG software which is used to render a JPEG file; rendering the JPEG file as
bits is not very meaningful to humans but the software, which embodies an understanding of
the JEEG standard, maps the bits into pixels which can then be rendered as an image for human
viewing.

Semantic Information The Representation Information that further describes the meaning
beyond that provided by the Structure Information.
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Structure Informaton: The Representation Information that imparts meaning about how other
information is organized. For example, it maps bit streams to common computer types such as
characters, numbers, and pixels and aggregations of those types such as characterastlings
arrays.

Submission AgreementThe agreement reached between an OAIS and the Producer that
specifies a data model, and any other arrangements needed, for the Data Submission Session.
This data model identifies format/contents and the logical construstsd by the Producer and
how they are represented on each media delivery or in a telecommunication session.

Submission Information Package (SIPAn Information Package that is delivered by the
Producer to the OAIS for use in the construction or upddt@rme or more AIPs and/or the
associated Descriptive Information.

Transformation A Digital Migration in which there is an alteration to the Content Information or

PDI of an Archival Information Package. For example, changing ASCII codes to UNICO®E in a t
document being preserved is a Transformation.
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2. Introduction

DPF manager ia framework andan application for gaining full control over the technical
properties and structure of digital content Data Object intended for Long Term Preservation by
Memory Institutions as well as other organizations and companies concerned about
preservation issues. These organizations are finding, or will find, that they need tools to ensure
that all the digital content they store continues to be effective at repréisgnthe whole of the
information over time.

Long term preservation of digital image files relies on the use of a stable, open and well
documented file format. TIFF is the most widely used and most accepted format for this task.
However, TIFF itself is i@ complicated and the different standards TIFF/EP (ISO 122801)

and TIFF/IT (1ISO 12639:2004) include many options that are not suitable for long term archival.

In order to consolidate the DPF manager as not only a tool to pesf a given TIFRdiand
validate it through and standards but also a tool to ensure the long preservation of a file,
therefore, a set of mandatory, optional and unsuitable options will be carefully defined (out of
the options defined in the different TIFF standards) ineortb guarantee that in future, any
image file can be rendered without loss of quality and information, even if hardware and
software have changed significantly in the future.

Nowadays there are a lot of software companies offering Digital Asset Mareade(DAM)
software for Memory Institutions in order to control the ingest, management and access to
digital data. Such software, although it usually includes a metadata manager, rarely inspects the
file content to ensure 1ISO compliance and long term presgility. DPF manager will be easy to
integrate in DAM software to provide this functionality.

Some Archives are using, or trying to use, more specific tools, like JHOVE or FITS, in order to
validate a TIFF structure or ISO compliance and report erissues. Such reports are so large

and complex that only experts in digital imaging or a machine is aldedtyseits content and

find problematic areas. Therefore only Memory Institutions staffed with operators with enough
knowledge to understand theeports and take appropriate actions will use these tools. In
addition it has to be pointed out that neither of these tools evaluates the digital content
suitability for long term preservation.

DPF manager generates a user readable report that can belusalifferent audiences, expert

and nonexpert users, giving a preservability score, format and preservation issues, giving hints
and solutions for each problem as well as providing complete information about data content
structure. DPF manager report cae generated in an interactive platform like an HTML5 and
JavaScript. Theombination of the two repor givesenough flexibility to fill in all the scenarios.

Some of the Long Term Preservation activities may conflict with the goal of rapid production and
disseminaion of digital information. DPF manager aims to reduce the time and effort required
to revise file structure, ISGompliantand metadata information as well as giving advice about
Data Content preservability.
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3. TIFF format andreservation considerations
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been defined basically by the properties of the medium or the stability of the support the
information has been stored on. Whitext written on parchment has a longevity way beyond
1000 years, it is well known that for example photographic material starts to deteriorate after
approx. 150 years (B/W) or 50 years (for chromogenic colour material). An alleged solution is to
copy theoriginal, be it a image or text, periodically to a new carrier to increase its lifetime.
Unfortunately every analog copy process introduces new loss because the transfer to a new
medium cannot be done without physical limitations, like reduction in shapnar colour
fidelity. At the end, after the A generation, the original information renders useless due to
multiple steps of the introduction errors. In recent times the digital age promises a theoretically
unlimited longevity of digital information: Arpperly done digital copy process can be achieved
with zero loss. Thus even the copy in tHdeneration will be identical and not distinguishable
from the original; they are identical down to the {ével. Thus, the digital age promises for the
first time the unlimited preservation of information. Besides other motivations, this property is
an important consideration in the decision to digitize cultural assets. Therefore most digitization
projects are done to rescue the assets from further degradatibus most digital objects are
taken from analogue originals (e. g. digital captures of analog photographs) to transform them
into the digital domain.

3.1. Sustainability Factors

However, as we well know, despite the fact that digital data could be esdlgntireserved
forever; there are some major hurdles to overcome.

On one hand, all digital data carriers have a very limited lifespan due to technical obsolescence
and/or unstable materialg they are on a physical level analdthis problem can be overcome

by a early enough periodical migration onto new data carriers. This process is known as
bitstream preservation.

On the other hand, also the file formats which are used to represent the digital data (e. g. digital
images) mg become obsolete over time. Any file format basically defines the logical structure
and meaning of the bits within the bitstream and thus it is essential for correct interpretation
and proper rendering of the coded data. Both the data carrier migratiod tre format
migration are addressed in the OAIS reference model. Unfortunately a file format or parts of its
logical structure and definition can become obsolete. As a result the information in the file is
rendered useless, evethough the bit stream ists#l properly readable.

A format migration is more complex than creating a plain copy of a bit stream, by copying it to a

new data carrier. The existing file formathe logic structure and its conterg must be read,

translated and written to a new datcontainer. In such a process e.g. important metadata can

0S SraAafe t2adx RdzS (2 AYLINRBLISNI GNIyaF2NXYEdAzy
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rendered correctly. Therefore it is necessary to use a stable and proper file format fetelomg
preservation of digital data. The stability of a format is determined by the following criteria:

the format has to be well documented

the format should be in wide used

The format should not contain proprietary or patented elements (algorithms etc.). In
other words, it should be an open format.

the format should be as simple as possible

no interlinkage with external data is allowed (e.g. fonts or any other resource)

In addition to that it must be given, that the fifermat is capable to store the relevian
information without significant compromises. In the case of image files this could for
example be the quantisation depth for correct tonal reproduction, that shall be bigger
than 8bit/channel for most applications.

3.2. Digital Image Preservation

Digtal images do not exigf only digital data representing an analogue image. In order to get an
image, this data has to be renderedhat is printed on a support or displayed on a screen etc.

Usually, in the near future after a digital image has beentedkahere are means to render the
image on an appropriate device. However, if we consider time frames Galleries, Libraries,
Archives and Museums (GLAM) institutions have to keep information for much longer periods of
time. We consider long term preservatti of digital images as the task to be able to render the
image data in a correct way well beyond the timeframe of 10 years, possibly even an infinite
period of time.

A prerequisite for any digital long term preservation is the so called bitstream ped&Brvthe

bits have to be kept over time in a way that they still can be deciphered in the future. Usually
bitstream preservation follows the OAIS reference model of digital archives which is based on a
migration model. The bits have to be copied to a n#gata carrier before the old data carrier
becomes unreadable due to aging or technological obsolescence. This copy process has zero
tolerance to errors. Therefore complicated copy procedures with redundant copies and
checksums have to be used.

However themajor problems are the file formats. The same series of bits may have many

different meanings depending on its position within a byte stream. The byte 01000010 can
NBLINBaASyid GKS OKIFNFOGSNI a.¢3x GKS AYyiS3IENI cc dz
number etc. Even if it is known that it represents an integer, what is the meaning of this number

66 at the given position with the bitstream?

A file format defines for every position of a series of bits its meaning.

It has to be noted that meaning at a specific position may be dependent of the values at another
position within the bitstream. Thus the bitstream must be read in a certain, not necessarily
sequential, order for getting a meaningful interpretation. Thus bitstream also contains some
information which is used to interpret other parts of the bitstream. In order to guarantee the
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long term preservation of digital data, the knowledge about the meaning of the bits has to be
preserved in the same way as the @altimage data itself. Thus, it is obvious, that for any digital
long term preservation, the file format must conform to the following requirements:

1. The information about the file formag that is the meaning of the bitg has to be
openly available andyblished

There must be no patents or other proprietary elements used within the file format
There must be no loss of information when converting image data into the long term
preservation format:

4. The format should be well adopted and have a widespread use

5. The format should be as simple as possible for the given task

W n

Digital images can be divided into three major parts (where the last is optional):

1. The actual image data

2. Technical metadata describing the structure of the image data. These are essential in
order to be able to interpret and render the image data

3. Other Metadata describing supplementary information such as the creator, the data,
the camera used, contextual information etc. These, while helpful for many purposes,
are in most cases not necessdoy rendering a correct image. However for the best
possible quality rendering, technical specifications of the camera are necessary to
correct e.g. lens distortions.

Most often the metadata area is called the image header because traditionallyndtadata
have been stored at the beginning of the file. However in many file formats such as the TIFF, the
position of the metadata within the file is not fixed.

3.3. Tiff format

One of the most widespread formats used to represent image data is thefdnfgt. TIFF
(Tagged Image File Format) was originally created by Aldus Corporation in 1986. TIFF is a
flexible, adaptable file format for handling images and data within a single file, by including
various header tags for size, channel definition, imdg&a arrangement, appliedmage
compression and others, define the technical configuration of the image. The flexibility allows
for many different variants and can include further on metadathich follows other format
definitions such as IP7data, EXHeata or IC&lata. It also allows adding proprietary elements

and supports many different compression schemes, even JPEG. There are some options within
the TIFF standard, which are rarely used not supported by most applications. Further on
some application remove metadata that is not used by the application without notice of the
user.

' There are many image formats which do reduce the size of the file by removing redundancy within the
image data. Lossfjle formats such as the JPEG to modify the image data in an irreversible way which will
result in the permanent loss of information and even may introduce visible artifacts.

’V -
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The TIFF format is completely open in the sense that the complete specification has been
published. The sindard was finalized in 1992 and the full documentation can be found at
https://partners.adobe.com/public/developer/en/tiff/ TIFF6.pdf

3.3.1. TIFBaseline and TIFExtensons

The TIFF reference manual distinguishes between the Baseline TIFF abot@hsions. The
. aStAyS ¢LCC Aa GUKS O2NB 2F ¢LCCxX GKS Sa
adzZLIL2 NI Ay GKSANI LINPRdAzOGA¢€Z a GKS ¢LCC R2O0dz

3.3.2. TIFF/EP (ISO 122342001) for Electronic Photography

TIFF/EP was designed to fulfil the requirements of the camera manufacturers. The TIFF/EP has
extensions and modifications to the TiB&seline and TIHExtensions standard that makes it
incompaible for a standard TIFF viewer and includes many technical metadata (camera
parameters) which is necessary for the conversion process. In fact the conversion algorithms are
proprietary. Therefore TIFF/EP is totally unsuitable for long term preservation.

3.3.3. TIFF/IT (ISO 12639, 2004) for Image Technology

The library of congress describes the TIFF/IT as fétlows

dL{ h MHcCoOW®YH A rindépkdfedtinTedns fr plepre¥sSeRdtrbnic data exchange
using a tag image file format (TIFF). [...] ThesHRype provides a mechanism for creating a
package that includes separate image layers (of types CT, LW, etc.) to be combined to create the
FAYILIE LINAYGSR AYlI 3ISoé

Thus, the purpose of this format the transmission of prepared images (e.g. advertisentents) f
integration into print publications (e.g. magazines).

3.4. Proposal for a new standard

As described above, the TIFF format is quite complex and parts of the original definition have
become obsolete, while new not formally standardized additions Haeen made. It would be

easily possible to create a TIFF file that is fully conformant to the TIFF Revision 6.0 specifications
but would be virtually useless because no existing renderer would be able to open and render
it%. Since a digital archive has theal that the file can be rendered in a indefinite but possibly

2 See Sustainability of Digital Formats: Planning for Library of Congress Ciolheg

http://www.digitalpreservation.gov/formats/fdd/fdd000072.shtml

%It should be noted that it would be possible but quite time consuming and difficult to develop a new
renderer that would open any conforming TIFF file.
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archiving should use only the minimal set of tags that is necessary to allow a correct future
rendering of the data and to represent the essential descriptive metadata.

In addition, a TIFF file suitable for long term preservation should only contaifFehand thus
only one image.

We therefore propose a subset of TIFF which is fully compatible with the TIFF standard but
marks some tags as mandatory, some as optional and some as forbidden in order to guarantee
the correct rendering in the future. In amay to PDF/A format we propose to call this Format
TIFF/Archive or TIFF/A.

3.4.1. Do we need a new standard?

52 ¢S NBlIffte ySSR @S0G Fy20KSNJIAYIF3IS FAES F2NNYI I
formats such as TIFF, JPEG, JPEG2000, GIFsPdGiqume a few of the weknown variants,
this is an important question! However, the answer may be somewhat surprising:

TIFF/A is not a new image file standard, since it builds completely on an existing de facto
standard which is the TIFF format witome of the widely used more recent (than 1992)
GLINA O 1S¢ SEGSyarzya adzOK a (GKS -at {(F3d ¢Kdza
be able to open a TIFF/A file and render it correctly without problems. However, since the TIFF
format is very complex and offers many options, a subset of the de facto TIFF specification has

to be defined for archiving. The features that a TIFF file would allow are categorized for the TIFF

a with mandatory, optional and forbidden. Thus the TIFF enforces some stiéts on how a

TIFF file for archiving must be constructed. In this sense, TIFF/A is not a new file format but a
version of the TIFF format that is suitable for long term archival.
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4. Analysis of memory institutions needs

The PREFORMA project didnduct a series of workshops to determine the needs of the
memory institutions, producing a set of requirements for the suppliers to deliver on.

To take that work further, and to get a better understanding of how different memory
institutions tackle the digital preservation challenge, we designed and distributed a
questionnaire with specific questions about type and volume of digital assets, current
capabilities and limitations, and future needs.

Thefull result of the analysis of the answeésdncluded as an annex at the end of this document
but we have included a few key numbers here:

1 88% of memory institutions use the TIFF format for dajipreservation of stilimages
This data provides additional validation of the correctness of the FRREBIA
requirement to focus on the TIFF format.

1 70% of memory institutions do not use any type of software to check that their images
are well formated and conform to a specific standard:
The DPF Manager will help those memory institutitaysperforming automated and
periodical checken new and existing files.

1 68% of memory institutions do not have any metadata validation process in place:
The DPF Managean automatically validate the metadata found in digital imacpesit
will help menory institutions automate the metadata validation process.

1 Memory institutions outsource the digitalisation process 28% of theircollection
The DPF Manager will provide a set of APIs and interfaces so external companies can
check the results of theligitalisation process before sending the digital files to the
memory institutions

1 66% of memory institutions are aware of the OAIS reference model, but ey use
it:
By making it easier to check files at ingestion time and during other parts of their
lifecycle the DPF Manager will help memory institutions follow the recommended
processes in the OAIS reference model.

Thanks to our experience working in several other digital preservation projects, and based on
the responses to the questionnaires, wave decided to segment our target users in three
different groups based on the size of their operations (archive size and expected growth rate).

In this section we describe each target group, the particular challenges they face, and what DPF
manager haso provide to satisfy their needs.
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4.1. Small memory institution

Characteristics:

They have an average of 14,000 images in their collection

Their collection grows at an average rate2d800 images per year.

They do most of the digitalisation proceéashouse

A majority of themareawar2 ¥ G KS h! L{ NBFSNByOS Y2RS
They work with TIFF and JPEG images

¢tKSe R2Yy Qi KIFI@S Fye FAES a0GNH2OGAZNBE FyR aidly
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They don't have any structured process for archiving purposes, or a very basic one.

They are not aware of patent and licensing issues.

—
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DPF Manager will céf them these functionalities:

Facilitate the implementation dhe OAIS reference model processes

Easy to use Graphical User Interface

Automatic and periodical validation of file structure, standard adherence and metadata
Simple and comprehensivieeports, ready to be read and understood by any user,
regardless of their technical knowledge level.

Provide attached an advanced report, so they will be able to consult with an expert.
An application with a simple and guided user interface, avoiding asgilpility of
human error on its operation.

An application with no external dependencies and easy-biegtep installation.

Web access to a cloud open service for processing a reduced number of files.

4.2. Medium memory institution

Characteristics:

They have an average of 600,000 images in their collection

Their collection grows at an average rate of 25,000 images per year.
Theyoutsourcemost of the digitalisation process

A majority of them are aware of the OAIS reference maded apply it.
They workmostlywith TIFRmages

¢tKSeé R2y QiU KIFI@S Fyeé FAES a
¢tKSe R2y Qi KIFI@S Fyeée YSil RI
They have structed procedures for archiving purposes.
They are aware of patent and licensing issues.
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DPF Manager will offer them these functionalities:

Facilitate the implementation of the OAIS reference model processes

Automatic and periodical validation of file structure, standard adherence and metadata
Reduced and comprehensive reports and advanced reports, all in one.

Possibility to configure the behaviour of the application.

e
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Possibility to access the applicatiosing several interfaces:
o Commandine.
0 Graphic User Interface application.
o0 Web application.
Batch processing to be able of add a large number of files.
OAIS compliant procedure, easily integrable to the current workflow.

4.3. Large memory institution

Characteristics:
They have an average of 23.5 million images in their collection
Their collection grows at an average rate of 1.5 million images per year.
They do most of the digitalisation processhiouse
A majority of them are aware of the OAIS referentadel and apply it.
They work mostly with TIFF images
Half of themR2 y Qi KI @S Fye FAES aAGNUHz2OGdZNBE yR adt
in place
Most of themhavea metadata validation process in place
Medium/large number of staff, with technical andchival knowledge.
They have structured procedures for archiving purposes.
Theyare aware of patent and licensing issues.

DPF Manager will offer them these functionalities:

Reduced and comprehensive reports and advanced reports, all in one.
Advanced preservation advice, complentary to the reports
Possibility to configure the behaviour of the application, component a component.
Possibility of access to the application over several interfaces:

o Commandine.

o Graphic User Interface application.

0 Web application.
Batch process to bable of add a large nhumber of files.
OAIS compliant procedure, easily integrable to the current workflow.
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5. Requirements

We have used the information collected from the questionnaires to complement the
information provided by PREFORMA, to create ltsieof requirements that the DPF manager
should meet.

The requirements are divided between functional (system specific behaviours and functions)
and nonfunctional (how the system should operate) requirements

5.1. Functional Requirements

5.1.1. DPManager
TheDPF ManagevlUST:

Verify whether a file has been produced according to the specifications of a standard file
format,

Verify whether a file matches the acceptance criteria for lergn preservation by the
memory institution,

Report in luman and machine readable format which properties deviate from the
standard specification and acceptance criteria, and

Perform automated fixes for simple deviations in the metadata of the preservation file
Perform periodic checks on the files in an avehi

5.1.2. Shell
The Shell component of tHOPF ManageviUST:

Facilitate the validation of files at four moment in the life cycle of a digital document,
identified in the use cases of the challenge brief, vaidating filesat creation time,
transfer time, digitisation time and migration time,

Allow for automating the procedures for checking, reporting and fixing preservation file,
Allow for configuring fully automated, periodical checks,

Allow for batch processing of extensive file sets,

Allow for configuration of additional components in particular implementation checkers,
policy checkers and reporters for other preservation file formats that are developed in
the PREFORMA ecosystem,

Allow for use by norexpert users, and

Be operational in a closed zone with no Internet access.

Expose set of API to be integrated into other programs/systems.

Providelive output information about current process to give a user operation feedback
when process a lot of files.

Providea log output with information about process executed in order to audit the
process and detect errors.
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The Shell component SHOULD:

Generate a summary report when multiple files are checked.

5.1.3. Implementation Checker

The Implementation checker component of tH8BPF ManageMUST allow for checking
compliance with the TIFF standard specifications as defined in:

ISO (2001). Elemnic stillpicture imagingt Removable memory Part 2: TIFF/EP
image data format. ISO/TC 42, ISO 1222001

ISO (2004). Graphic Technolegirepress digital data exchangelag image file format
for image technology (TIFF/IT). ISO/TC 130. ISO 2XRED:

The first verifications that theConformance Checker will have to do are related to the file
structure, and other basic aspects of the file.

First of all, it has to verify that the image does not have any type of compression, this is a main
PREFORMA requirement, and a fail in this part has to report a high risk warning.

Then, it has to check the internal structure, according to the Baseline 6.0, and we further
suggest to check additional aspects like inappropriate metadata or empty spaids the file
structure, i.e.,

The next step is validating tHelfilment of the 1ISO standards: TIFF/EP and-TTFR# the files. In
addition we will check the file under the specifications of the new standard proposedATIFF
more restrictive but more geservable than the other previous two.

Finally, the implementation checkshouldto rate the quality of a file in terms of preservation,
to provide a comprehensive conclusion of the analysis.

This checker phase has to be configurable bgrdiguration file structured in XML, to guarantee

the possibility of reproducing specific configuration in time (day by day), and space (in different
memory institution that are interchanging files).

5.1.4. Policy Checker
The Policy checker component tfie DPF ManageMUST allow for checking technical
parameters of files, based on the acceptance critatgfined by the memory institution

including technical metadata for still images

Users must be able to specify their owoceptance criteria, ensuring normalization between all
the archive files.
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5.1.5. Reporter Checker
The Reportecomponent of theDPF ManageviUST provide

A machine readable report, including preservation metadata for each file checked and
allowing external software agents to further process the file.

The machine readable report will be produced using a standard XML format,
implemented by allConformanceCheckers in the PREFORMA ecosystem, which allows
the reported module to combine output from multiple checker components in one
report. At the end of the design phase (February 2015), a proposal for such standard
output format will be made by the consortium.

A human readable report, assessing the preservation status of a batch of files as a
whole, reporting to a nosexpert audience whether a file is compliant with the standard
specifications, and addressing improvements in the creation/digitisation process

It will generate a report with 3 different levels of information:

General Score: just to show a rate of quality in preservation

Nonexpert report: a brief comprehensive abstract with the result of the analysis, the
conflictive points and advice abotite file.

Expert report: advanced descriptions of all the problems or warnings detected with
advice about how to solve them.

5.1.6. Metadata Fixer

The Metadata fixer component of th®PF ManageMUST allow for performing fully
automated fixes of incongruities in the metadata embedded in the file, based on the report of
the implementation checker. Such automated fixes may include:

Making embedded technical metadata conform with the propertiesitained by the
preservation file
Normalising embedded administrative metadata about the preservation file.

This checker phase has to be configurable by a configuration file structured in XML, to guarantee

the possibility of reproduce specific configtion in time (day by day), and space (in different
memory institution that are interchanging files).

5.2. Nonfunctional requirements

5.2.1. Availability
The DPF Manageshall be available all the time. This consideratiomriportant in a client-

server configuration where a lot of clients are trying to check multiple files. In this case the
system has to respond to all the requests.
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5.2.2. Audit trail

TheDPF Manageshall log all the internal messages and outputs, including errors. This will make
it possible to audit the system behaviour when necessary.

5.2.3. Deployment
TheDPF ManagevlUST allow for deployment in different infrastructures and environments:

Website: The PREFORMA toolset will be deployed at the website where you can upload
files and have them checked. The website demonstrates the functionalities of the tool
and will beused by the PREFORMA project to show the tool to the EC.

Evaluation framework: The PREFORMA toolset will be deployed in the DIRECT evaluation
infrastructure. This deployment allows for testing the tools in the PREFORMA project.
Standalone: The PREFORNWbIset should allow for deployment as an executable to

be downloaded and installed on a workstation. This ensures that the tool can be used by
institutions and producers without any central IT infrastructure.

Clientserver: The PREFORMA toolset shodllowafor deployment on a server that
enables sharing the use of the tool via multiple workstations. This enables a scalable use
of the tool in digital repositories.

Integration in legacy systems: The PREFORMA toolset should allow for integration into
proprietary legacy systems, adding functionality ¥afidating files

5.2.4. Documentation

The source code must include comprehensive documentation which allows for automated
generation of the internal API of the application

5.2.5.Extensibility

The source code must be build in a way that makes the system easily extensible by the suppliers
and/or third parties.

5.2.6. Interoperability

TheDPF managerdza i Ay USNFI OS gAGK 20KSNJ a2Fdsl NB aeaid

5.2.7.Modularity

The source code MUST be built in a modular fashion for improved maintainability
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5.2.8. OAIS integration
TheDPF Manageaipplicationis intended for use within the OAIS Reference Framework:
TheDPF ManagevlUST enable implementation of the following OAIS functions:

Quality Assurance at Ingest, validating (QA results) the successful transfer of the

SIP to the temporary storage area.

Generate AIP at Ingest, transforming one or more SIPs intooormore AlPs

GKIFIG O2yF2NX G2 GKS | NOKA@GSQa RIFGF  F2NY
standards.

Archival Information Update at Ingest, providing a mechanisnvddidating the
contentsupdate (repackagingransformation)of the Archive.

Additionally, the application must allow Producers to check whether a file

conforms to the technical criteria before submission of a file to an OAIS Archive.

TheDPF ManagaviUSTsupport the following use cases (OAIS document lifecycle):

In Creation timewvalidatingfiles by the producer before transfer to the memory
institution (cf. government agencies producing public documents)

At Transfer timewvalidatingfiles by the memory institution when ingested in a
digital repository (cf. libraries monitoring the preservation status of publications
deposited in their repository,)

In Digitisation time:validating files as quality control of files delivered by a
digitisation company or by staff. (cf. museums that perform quality control on
the digital representations and documentation they grze).

5.2.9. Open source & licensing

lff az2Fliol NB RSOSEt2LISR Ay GKS LINRP2SOG a!{¢ 0SS ;
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compatible with the projecticense.

5.2.10. Platform independence

TheDPF ManagevlUST be built for portability between different platforms.

5.2.11. Performance

Due the amount of files that large memory institutions use to archive, and ingest in their daily
tasks, one priority requirement is the performance processing large number of files
concurrently.

Taking this in consideration, DPF manager has to be ogiihi@zprocess in parallel any number
of files, where every one of these files can be enough big by itself.
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Also, the process has to do background analysis, letting the staff to work, waiting for an
asynchronous result, but advising of the process staitusprder to know if there was any
problem.

It is important to notice that, even if the time in batch processing is not a problem, the result has
to be quickly enough to allow memory institutions to ingest all the files they need to add to their
archives.

5.2.12. Recoverability

During an operation could be an error in the hardware infrastructure. DPF manager should be
able to recover and resume the process that was doing before the hardware error.

5.2.13. Reliability

DPF Manager has to operate without failures. This includes ensuring accurate data input, error
free state management, and narorrupting recovery from detected failure conditions.

All configuration files are in XML format, that has to be validated witth standard. The PDF
Manager has to be designed to ensure this reliability with a good architectural infrastructure a
Built-In Application Health Checks and consistent error handling.

The reliability of the application also depends on the use of softwdaeelopment best
practices, such as the use of test and quality assurance tools.

5.2.14. Scalability

The DPF Manager should be designed in such a way that it is easily scalable (both vertically and
horizontally)

5.2.15. Security

One of DPF manager functionalities is the ability to use the tool in a-slégnér mode. In this

mode all the communication is done over a network. Being aware of the security and privacy
risks in this kind of communication is mandatory to implement athantication/authorization
system that checks who can access the server and ensure that this communication is done with
privacy.

These may involve providing a DPF manager with a validation system that control server access
and the use of a data encrypt algorithm.

5.2.16. Testability

Page |26




'_---.—‘
DPF Manager

Unit tests shall be provided, together with the integration with a Continuous Integration service
and test files. Developers should be able to run these tests to make sure the system performs as
expected. The system stld include the necessary documentation to help new contributors use

and extend the tests suites
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6. OAIS integration

The Open Archival Information System, usually referred to as the OAIS model, is a reference
model that has been widely accepted Hyetdigital preservation community as a key standard
for digital repositories.

An OAIS Archive, consisting of an organization of people and systems, which has accepted the
responsibility to preserve information and make it available for a Designated Community. Where
the information being maintained is deemed to need Long Term Praserv Long Term is long
enough to be concerned with the impacts of changing technologies, including support for new
media and data formats, or with a changing user community.

The OAIS model is also of interest to those organizations and individuals @#te orformation

that may need Long Term Preservation and those that may need to acquire information from
such Archives.

There are mandatory responsibilities that an organization must carry out in order to operate an
OAIS Archives. The OAIS shall:

Negotiate for accept appropriate information from Producers

Obtain sufficient control of the information provided to the level needed to ensure Long

Term Preservation.

Determine which is the Designed Community who should be able to understand the
information provided.

Ensure that this information is independently understandable, without needing special
resources such assistance of producers.

Follow documented policies as procedures with ensure that the information is

preserved

Make the preserved information avablle to the Designated Community.

TheDPF Manageshall help the OAIS archive to ensure that responsibilities.

6.1. OAIS responsibilities

6.1.1. Negotiate to accept information

The organization operating an OAIS should hestablish some criteria that aid in determining
the type of information that is willing to, or it is required to, accept.

The DPF Manageshall be configured to ensure that the information meets all OAIS internal
standards. These critier may include, among others, whether the information is ISO compliant,
internal information structure, information representation characteristics.

To help with the ingest negotiation process tlapplication shall generate a result in a
compressible form for users or systems in machimechine negotiations.

Pro-active negotiation
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This negotiation can be done paxtively by producers in creation time. When a producer
generates content that has to be deposited in an OAIS Archive, withrtecydar acceptance
criteria, they can check these technical properties when the information is made available.

In digitalization time this pr@active negotiation can be also applied. Archives check the technical
properties of digital representations abllection items, internally or externally produced, if they
meet the requirements specified in the digitization tender.

In this scenery an Archive can provide to those producers and standalone app with specific
organization acceptance criteria in order ket the producer to know the results of and ingest
event before it is done. Another way to provide the producers of this functionality is using a
client or web interface that interacting with a servers in the organization with specific
configuration.

The DPF Manageshall permit this kind of practive checks and interactions in aid of reduce
negotiation effort and time.

Ingest negotiation

In a Data submission session, after a Submission Agreement, between the producer and
manager,multiple submission information packages (SIP) should be checked in a temporary
storage area. A submission information package could contain different kind of content with
different organization.

A DPF Manager command line interfacan be used in this case as part of Commands and

utilities in OAIS Common Services used in this case by the Quality Assurance function.

In this transfer time theapplicationshall handle different source inputs asgle files, files in
RANBOUZ2NASAaY | w[Qazx O2YLINBaaSR FAfSasx O2yidlAyS
way to process or understand the report of this inputs. Global report shall be created to give an

overall result of ingest result andhé¢ most common problems. Also a specific report for every

file check shall be generated.

When OAIS Generate a new AIP at ingest form one or more SIPs transformation, the DPF
YIEYyF3aASNI akKltf O2yF2N¥Y (GKS | NOKA@SQatandards I F2 NXY I
6.1.2. Obtain sufficient control for preservation
The OAIS must assume sufficient control over the Content Information and Preservation
Description Information so that it is able to preserve it. The factors that influence in assuming
the control are categorized, as follows.

Copyright implications, intellectual property another legal restrictions.

Authority to modify representation information
Agreement with external organizations.
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OAIS should ensure that its subsequence actions to predheanformation and make it
available conform to these rights and limitations.

Preservation process

DPF Manageshall validate is any metadata information in the content conflict with the
Submission Agreement transfer rights betweandgucer and Manager as well as report if there

is any legal restriction or legal issue in data structure that could be in conflict with proprietary
rights.

This information is crucial and establishes the guidelines for ingestion and rules for
disseminatia or duplication the information when necessary.

Dissemination process

During dissemination procesBPF Manageshall inform if there is any personal data in
metadata to ensure consistency with the user rights also come under thesafypperations.

Also shall check if all metadata meets the Dissemination Agreement rights accorded between
Archive and Consumers.

6.1.3.Determine Designed Community

The submission of Content Information requires a determination as to who the expected
Consumers, or Designed Community, of this information will be. The OAIS Archive should make
the effort to ensure that this community can understand the information.

Designing a target community help to decide what kind of information should be provided in
support of the Representation Information and the Preservation Description Information.

TheDPF Manageshall check content information to ensure that the content information can be
understood by Consumers. Content information follogistandards should improve the
likelihood that the information will be understandable.

6.14 Information is independently understandable

Digital Content Information and PDI need adequate Representation Information to be
Independently Understandable tiné¢ Designated Community. This Representation Information
has to be as complete as possible otherwise some of the information may be understandable
only for a few specialists and be lost when they are no longer variable.

DPF Manageshdl inform about information structure and content in order to generate the

Representation in appropriate way guaranteeing futures disseminations, reproductions,
modifications.
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TheDPF Manageshall extract all metadata associate witinetContent Information and confirm
GKFGQa (ONHMza(GFdzA G2 O02YLX SGS GKS 5SAaONRLIIAZY Ly-

6.1.5.Follow established preservation policies and procedures

LG Aa SaaSydart F2NI Ly h!tL{ G2 KIFI@S R20dzyYSy i SF
andit should follow those procedures.

OAIS Archives need tools for monitoring and auditing all the activity, interactions, submission
because apply the preservation plans when they are needed is essential to avoid being caught
with very costly system maint@nce, emergency system replacements, and costly data
representation transformation.

DPF manager shall generate a log with all the results. This log can be audit to execute a
preservation plan if there is any issue.

Preservation Planning functions indkievaluating the content of the Archive and periodically
recommending archival information updates, recommendation migrations of current Archives
holding, developing recommendations for Archives standards and policies, providing periodic
risk analysis reqrts.

DPF manager shall be configured to be executed in automated form in a regular period of time

G2 FdzZRAG GKS !'LtQad 'y -a[] FAES gAlGK ff GKS O:
these operations. DPF report shall supply a preservdtidax to determine if an AIP needs to

be migrated.

6.1.6.Make the information available

By definition, an OAIS makes the Content Information in its AIPs visible and available to its
Designated Communities. In this process Archive and Consumer accord in a Dissemination
Agreement how these access should be. During this dissemination one orAt®reas to be
transform in one or more DIP.

During these process DPF manager shall be used for auditing submissions and ensure Archive
dissemination standards policies and procedures to support the preservation objective of the
OAIS.

Moreover, DPFmanager shall be used to advise if any metadata has private personal
information that has to be removed in the DIP.

6.2. Digital migration
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In the OAIS model Digital Migration is a transfer of information in order to preserve it. This
digital migration ca be motivated by different factors such as improvement in <€ost
effectiveness, new consumeervice requirements or media decay.

Digital Migrations are time consuming, costly, and expose the OAIS to greatly increased
probabilities of information loss. Thefore, an OAIS has a strong incentive to consider Digital
Migration issues and approaches.

The risk is higher when the migration involves changing the bit sequences, inc#riario
something may go wrong in the process and some unintendedgd®ato bits may take place.

A Digital Migration where there is some change in the bits of the Packaging Information is called
Repacking, by the other hand, is a Transformation when there is some change in the Content
Information or PDI bits while attempig to preserve the full information content.

From an OAIS functional perspective, migrations involving repackaging or transformations are
orchestrated by the Administration stfanction called Archival Information Update.

Archival Information Update regsts a Dissemination Information Packages (DIPs) from the
Access function. It then processes DIPs to create Submission Information Packages (SIPs) and
feeds these to the Ingest function to turns these into new AIPs for storage by the Archival.

During themigration process DPF Manager shall be used by de Data Management to obtain the
Descriptive Information used in the generation of DIP. If Generate DIP function requires any
Data Content transformation here DPF Manager shall validate these transformatiates,

when the SIP is ingested the Quality Assurance function shall use the DPF manager to ensure
that generated AIP complies with archives data formation and documentation standards as well
as extracting descriptive information.

6.3. OAISfunctional Ertities
The OAI®hodel definessixfunctional entities

Ingest Functional Entity

Archival Storage Functional Entity
Data Management Functional Entity
Administration Functional Entity
Preservation Planning Functional Entity
Access Functional Entity

= =4 =8 A -8 -9

Each entity has well-definedrole inside the OAISiodel andthere are some othese entities
wherethe DPF Managearould be integrated

6.3.1.Ingest Functional Entity

There are two components inside the ingest entillyere the DPF manager could be used.
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The Quality Assurancginction

This function validates (QA results) the successful transfer of the SIP tertiporal storage
area. Here the DPF manageould validatethe file with the institution criteriaacceptance.

The Geerate AIP function

This function transforms one or more SIPs into ormr more AlPghis may involve file format
conversion, so DPF manager could validate riber files generated, or reorganization of the
Content Data. The Generate AIP also may be request to produce the Descrifdrmation
that completes the AIP. DPF managgport containsall the internal file structure and metadata
that it is adequate toifl the Descriptive InformationThe report generated by the DPF manager
is also suitable to be sent to the Audit Submissfanction to ensure that the Content
Information is understandable and usable by the Designed Community.

6.3.2.Administration FunctionaEntity

Inside the Administration Functional entityhere are two componentsthat could indirectly
benefit ofthe DPFmanageruse

Establish Standards and Polidiesction

This function is responsible for establishing and maintaining the Archives sysanardsand
policies The use of a general XML configuration file with the criteria acceptance of a file fills in
the functionalitiesof these component where it could hawan XML configuration file for each

file format that the institution manage.

Audit Submission
The audit submission must verify that the quality of the data meets the requirements of the

Archive and the review committee. this case the report generatday the DPF manager could
be suitable for auditing the submission.

6.3.2. Access Functional Entity
Generate DIP

This function accepta disseminatiorrequests,retrieves the AIFrom ArchivalStorage, and
moves acopyof the data to a temporary storage area fiorther processingvhich could include
conversionbetween different data type or output formats. Then, the DPF manager could be
used in order to validate that these transformation has been done following theuireq
ONR G.SNA I Q&
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6.4. Archive interoperability

In general one OAIS is not interoperable with another, however, there are a number of reasons
that some level of interoperability may be desirable, motivated for example by Users, Producers
or Management

Consumers may wish common schemas in Package structures, global site access,
Producers may wish to have a single depository for all their products, common SIP schema for
submission to different Archives.

Managers want to reduce the cost through sharegpensive hardware, software, preservation
efforts.
There are different degrees of interactions between Archives:

Cooperating
Federated
Shared Resources

6.4.1. Cooperating archives

Archive with potential common producers, common submissions standards common
dissemination standards, but no common finding aids.

This interaction is based on standards agreements among two or more Archives. Cooperating
archives have related communities of interest, so they have standardized their submission and
dissemnation methods for the benefit of Consumers and Producers.

DPF Manageshall be configured through an xml file. This xml configurations files shall be
validated and shared between these institutions in order to audit the submission and
dissemination in the same way.

6.4.2. Federated archives

Archives with both a Local Community (The original Designed Community served by the Archive)
and a global community which has interest in the holding of several OAIS Archives and has
influenced hose Archives to provide access to their holding in a common way.

This Global access is accomplished through addition of a standard ordering and dissemination
mechanist.

In this case thepplicationshall check the content informatian dissemination time in order to

standardize the dissemination package in these communities. Sharing the same configuration
file could be a solution.
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6.4.3. Archive with shared functional areas

Archives that have entered into agreement with other avelsi to share resources.

The motive for this may be share expensive resources such file managements system, peripheral
devices for ingestion or dissemination information, complicated transformations between SIP,
AIP, DIP.

This requires various standardisternal to the Archive (such as ingedbrage and access
storage interface standards).

DPF Manageshall be configured in a clieserver mode, all archive here are sharing the same
Quality Assurance function control for ingestion.
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7. Use scenarios

This section describes how the DPF Manager can be used in different scenarios, from standalone
to clientserver and other different cases.

For each scenario a description is provided, together with an example of how the DPF manager
should be used.

7.1. Standalone

In the standalone mode, users should have a-seifftained application, meaning that it should
be able to work without requiring any external connection or other software.

The shell can run in standalone mode with twldferent interfaces: command line and a
Graphical User Interface (GUI).

To run the shell from the commadohe, a user will be able to execute it with the following
command:

c: \ >dpfmanager.exe - files=/archive/*.tiff - config=config.xml

reports_folder=/t mp/reports - fixed_files_folder=/tmp/files

To launch the GUI, the user can execute the following command (or they could add a shortcut to
0KSANI RSajli2L) a2 GKSe& R2yQi ySSR (2 2Ly (GKS

c: \ >dpfmanager.exe

In this case there is noeed to define any parameters or configuration files from the command
line, as everything will be managed by the GUI.

Below is an example of the GUI screen where the user can configure the standards they want to
check a file against (implementation checkenfiguration):
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NEW CONFIGURATION
fa

EEEES—————————————————€—€—€_€_€”€”—€—€S—_——G
@ IMPLEMENTATION CHECKER

Standards

TIFF/EP (IS
TIFF/1P

t TIFF/IT-P1
TIFF/IT-P2

TIFF/A

7.2. Clientserver

DPF Managecan work both as a client or as a server, depending on the options passed to the
command line or specified in the configuration file.

A DPF Managestarted in client mode is able to communicate with one or multipleF
Managerstarted in server mode.

The communication can be either via TCP sockets or HTTP/S:

TCP sockets

DPFManager DPFManager
client mode HTTP/S server mode
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In client mode, the DPF Manager needs to know how to locateDfAEManagerserves. The
command line options are very similar to the standalone mode, but adding the address and port
of the server:

client: \>dpfmanager.exe - server=80.45.32.45 - port=80 - files=/archive/* tiff

config=config.xml - reports_folder=/tmp/reports - fixed_files_folder=/tmp/files

On the server side, users will need to launch &~ Managen server mode:

server: \>dpfmanager - mode=http_rest server  -port:80 - default_config=config.xml

7.3. Webapplication

The DPF Managecan be integrated with other applications via the shell or a sockets/HTTP
interface, it can easily be used as part of a web application that gives users the possibility to
upload a file, get it checked and see the resulting report online:

C'-":'eb bﬂl:i_wh:r B HTTPR/S _ HTTP server | | Web Conlarmanse
i r|:|rlr||;|, ]ma ox, [ T (apache Nyins,.. ) application checker

In this senario, the integration between the web application and bEF Managecan be done
through:

T The command line API
1 TheDPF Managdn server mode, accepting requests from the web application
1 The web application using the internanformanceChecker API

7.4. High availability

For big memory institutions with large archives and multiple staff members validating files, a
simple clientserver architecture with a singIBPF Managercting as a server may not be
enough, as it may become overloaded with requests.

As theDPF Managein server mode can use the TCP or HTTP protocol, it is very easy to deploy
multiple DPF Managegcting & servers behind a proxy or a load balancer, so they can accept as

many simultaneous requests as needed, without requiring complicated configurations on the

client side:
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Confarmance checker
client mode:

Conformance checker
server mode

Conformance checker

client mode
Load Conformance checker
balances SEFVEF Mode
Conlarmance checkes

client mode

Conformance checker
server mode

Confarmance checker
client mode

7.5. Periodical checks
Archivists must be able to assign a taskhteDPRManagerto check files at regular intervals.
This can be done through any of tb®F Manageuserinterfaces (GUI, command line client and

network server). To give an example, here we show how it would be done using the command
line:

c: \ >dpfmanager -mode=cron -frequency='0 0 * * * - files=/archive/* tiff

config=config.xml - reports_folder=/reports - fixed_files_folder=/files

For demonstration purposes only, we have used a syntax similar to the CRON task runner found
in most Unix/Linux operating systems. In the example abovePRE Managewould check all

the TIFF files in thiarchive folder every day at midnight.

7.6. External producer

When working with external producers, memory institutions have three different options:

1. The external producer uses the standalone version ofiR& Manager

2. The external producer runs thBPF Manageas a client, communicating with RPF
Managerrunning as a server inside the memory institution infrastructure.

3. The memory institution offers a website where external proes can upload files and
get them checked.

The second and third options have the advantage that the memory institution could update the

policies in the policy checker without having to send an updated version dBteManagetio
the external producers.
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7.7. Software developers

Our proposed architecture makes it very easy for software developers to integrat®ke
Managerframework in their products.

They have two ways of doing so:

1. They can package the standalone version of iR Manageas part of their software
installation, and use it through the command line client (in a way that is completely
transparent to the end users)

2. If they are developing their softave using the same programming language asDR&
Manager they could decide for a deeper level of integration, by integratingXR&
Manager frameworlsource code as a library and using the DPF manager intkBial
without needing to interact via the command line:

my_own_software.java
1  import Easylnnova.DPFManager.*;

2

3  DPFManager dpfm = new DPFManager(options):

4 2API O6 O " ADAEIt AEAAEsp £EI Ast OE £ERS K

7.8. Integration into the OAIS model

With all the scenarios showcased above, our architecture allow®iie Manageto be used in
multiple ways, either manually or automatically and from a single computer to a networked
environment.

It is therefore an architecture thatllaws for integration into the OAIS model at every required

step of the process (check at creation, transfer, digitisation and migration times), whether it is
done manually or integrated into an OAIS model management software.

Page |40




'_--..—‘
DPF Manager

8. DPF Managanterfaces

The previous section illustrated how the DPF manager can be used in different scenarios. The
following sections in the document will introduce the different interfaces that DPF Manager
provides to users.

Our design of the DPF Manager inclutleee different interfaces: a command line API, a web
service API, and a graphical user interface (GUI).

The following table shows the target audience for each interface:

Human users Other software/services
Command line
Web service

GUI

Sections 9, 10 and 11 of this document introduce and explain how each interface works.
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9. Command line API

9.1. Introduction

The command line API is aimed at human users and integrations with legacy systems and other

software.

It provides the same functionality as the Graphical User Interface and the Web service API.

9.2. Command line options reference

All the functionality of theDPF Managers accessible through the command line APIl. The
options availablén applicationexecutable are described in the table below:

Option

no option

-help

-info

-list

-limit

-page

-files

-config
-reports_folder

-fixed_files_folder

-Server

-port

-mode
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Description

When the dpfmanager is called without any option, the program will stal
GUI mode

List all the available commands, with a shexplanation for each one

Returns a list of all th€onformanceCheckers that are available through tr
Shell, and a structured description of what ea@bnformanceChecker can do

Shows a list of the files that have been checked umail/, with a summary o
the result. This includes showing the results of periodical checks

Maximum number of results returned by thkst option (e.g. 100)

If there are more results tha#imit, request the x set of results

Path tothe file or group of files (using wildcards) that the user wants to ch
Path to the configuration file

Path to the folder where the generated report/s will be put

If the metadata fixer is invoked and asesult the original file is modified or
duplicate file is created, this option allows the user to define the path to
folder where these files will be put

When the DPF Manageis acting in client mode-rode option),it needs to
know the location (IP address or name of the server and port) of
applicationacting in server mode.

If unspecified, the shell will start in standalone mode.




-frequency

-default_config
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The mode option can have three values:

- Qient: the DPF Managewill start in client mode, sending requests
a DPF Managetunning in server mode. The optiorserver and-port
are mandatory in this mode

- Http_rest_server the DPF Managerwill start in server mode
exposing an HTTP REST API

- Qon: the DPF Managewill start in cronmode and perform periodice
checks of the files specified with thélles option. The frequency ¢
the checks can be specified with tHesquency option

If the DPF Manageis started in cron mode (periodical checks), tbion
specifies how often the checks should be performed.

The syntaxis is the same as the one used by the popular CRON service f
most Unix/Linux operating systems.

la +ty SEIFYLXSS | @ltdz2S 2F Wn n F
day at midnight.

If the DPF Manageis started in server mode, the users can define a def
configuration. This configuration can be overwritten on each request that
server receives, if the client sends their oeonfiguration.

LT GKS Ot ASyd R28ayQi &a8SyR lye O3
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10. Web service API

10.1. Introduction

DPF Manager

The web service API is available whenEi~ Manages run in server mode (see Use scenarios

section of thisdocument).

It exposes an HTTP REST API that can be used with any client that supports HTTP requests.

10.2. Endpoint reference

Below is a list of all the API endpoints, together with a description of the data expected and the
data returned.The full API specification is included in the appendixes.

HTTP verb and end point

GET /conformance_checker

POST /conformance_check:

GET /conformance_checks

GET /results/{request_id}
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Description

Get a list of all theConformance Checkers accessible through tk
shell.

Input: no parameters required

Output: returns a list of all theCanformance Checkers accessibl
through this Shell, together with a structured description of the
capabilities (what the implementation checker, policy checl
reporter and metadata fixer can do)

Request a check for a single or multiple files.

Input: list of files to be checked, and the configuration for f
implementation checker, policy checker, reporter and metadata fix

Output: returns the data needed by the users to access the i
report (checking large files can take some time, so the chec
process is asynchronous).

Returns a list of all the previowslidationsand their result.

Input: no parameters required, optional parameters include
pagination of the results.

Output: a list of all the files that have been checked until n
together with the result of the check.

Returns the result for a giveralidationrequest.

Input: id of the request, as returned by the PO




D

GET /status/{request_id}

GET /tasks

DELETE /tasks/{task_id}
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/conformance_checks call.
Output: returns a reference to the report/s generated for that requ

(if the validationprocess has finished), and to the modified files if
metadata fixer was invoked.

As thevalidation process is asynchronous, the users can check
status of the request at any time to see if it is stillgoing or has
already finished.

Input: id of the request, as returned by the PO
/conformance_checks call.

Output: the status of the request (ongoing, finished), and exten:
information (e.g. link to the results if the request has finished)

Returns a list of the periodical checks that are running on the syste
Input: no parameters required.

Output: the list of periodical checks that the DPF manager has |
requested to run

Deletes a task (periodical check).
Input: id of the task to delete

Output: the result of the operation (success or failure)
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11. Graphical User Interface

11.1. Introduction

The DPF Manager GUI is targeted at users who prefer to work with a visual tool rather than
through thecommand line, independently of their level of expertise.

The GUI guides users through thadidationprocess, from specifying which standards should be
used, to defining the rules of the policy checker, the formats of the reporter and the options of
the metadata fixer. It also allows users to view the reports from inside the DPF Manager itself

The DPF lnager GUI can be used in standalone mode, as well as a client in asehest
environment.

11.2. Workflow

Here is the workflow of the GUI:
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Welcome to DPF

Manager
Select file/s to check
Use existing N Create new Select standards to Define internal
configuration? 0 configuration validate acceptance criteria
Yes
Define Select report
Select configuration con ﬁiﬁun periodicity of autn?nejtirlzeﬁxes formats and
9 checks options
Generate report
Various files v View multi-file
checked? es summary report
Mo

Selectone file

View single file
report

11.3. Screens

11.3.1. Home screen
The home screen is the main screen of the application, the screenseerghen they open it.

In this screen the users can select the file/s to check, and the configuration to use. In case no
configuration exist, or the user wants to create a new one, they can do so from this screen.

Page |47




COMFORMANCE CHECKER | REPORTS | ABOUT

[
DPF Manager

CONFORMANCE CHECKER

Files @

localhost:8888/path/file.tif -

Configuration @

Default
B&W TIFF/IT
Another custom configuration

IMPORT CONFIGURATION | ‘ NEW CONFIGURATION

11.3.2. New configuration: implementadn checker

The first step when creating a new configuration is to define which standards the selected files
will be validated against:
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NEW CONFIGURATION

o

1;_5- IMPLEMENTATION CHECKER

Standards

TIFF/EP
TIFF/IP

I:TIFF,v -P1
TIFF/1T-P2

11.3.3. New configuration: policy checker

After defining the standards, the users can define the acceptaniteria based on their own
internal policies.

They can create a new set of rules, or load an existing one. Each rule is composed of a field
name, an operator, and a value:
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CONFIGURATION

POLICY CHECKER

Policies

Default
3200px aRGB
Another custom policy

NEW POLICY

IMPORT POLICY

New policy

Image width - 3200 px

11.3.4. New configuration: metadata fixer

In case a file does not conform testandard, the user can enable the automatic fixing of simple
issues.
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Users can also define which metadata should be automatically added to the checked files, and
which metadata should be removed:

CONFORMANCE CHECKER | REPORTS | ABOUT

- 000
1000
L

DPF Manager

W CONFIGURATION

. / remove v
selectfleld ' _

11.3.5. New configuration: reporter

In this screen wers can select the format/s of the report that will be generated for each checked
file.
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For the HTML and PDF reports, users will be able to select between expert arekpenh
reports (the difference is the level of detail displayed in the report), ahdther they want to

use a custom template. Custom templates can be used to produce reports with the logos (and
other visual elements like typography or color schemes) of the institution or company using the
DPF manager:

DPF Manager

NEW CONFIGURATION
(=]

& REPORT
Format
B v Select HTML template  ~ B Expertmode
B ror Select PDF template - B Ecertmode

11.3.6. New configurationperiodical checks

When configuring theralidationprocess, users can define whether the process should run once,
or whether it should run periodically (e.g. every weekday at 12am).

If the checks are run periodically, then users hawedption to request that the resulting report
for each check is sent to a list of email addresses.
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N CONFIGURATION
@ o

© PERIODICAL CHECKS

' Run this check once

Run this check every:

. Friday

. Send the rep email after each check finishes:

admin@archive.org

11.3.7. New configuration: summary & save

In this screen the GUI shows a summary of all the options that the users have selected during
the configurationprocess. This configuration can be saved for later use:
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NEW CONFIGURATION
B B a &

CONFIGURATION

Implementation checker TIFF/ EP (ISO 12234

Policy checker

HTML Default template, expert mode
XML

Metadata fixer Fixer matically

Remove fields
Author, Date

Add fields
ht = PREFOR

Periodical Checks r ,Th 00 h)
S admin@archive.org

11.3.8. Multiplefile report

When the user has selected more than one file in the home screen, the DPF Manager GUI will
show first a summary of the results of each individual file. With itifermation, users can see
at once how the process went for all the files.
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MULTIFILE REPORT

6 files processed

4 con 1to TIFF / EF C
1 conforms to TIFF/EP only 2 failed
1 conforms to policy checker only Global score 66%

filename_code_num1.tiff

TIFF/EP Policy checker ‘ Failed
2 errors Score 75%

filename_code_num2.tiff

TIFF/EP Policy checker
1 Score 100%

filename_code_num3.tiff

TIFF/EP Policy checker Failed
7 errors Score 55%

filename_code_numd4.tiff

TIFF/EP Policy checker
Score 100%

filename_code_numS5.tiff

TIFF/EP Policy checker
Nings Score 100%

filename_code_numé.tiff

TIFF/EP Policy checker
Score 100%

Page |55




'_---.—‘
DPF Manager

11.3.9. Single file report

A single report is produced for each file the DPF Manager checks. The content of the report will
change according to the preferences set in the coméiian (expert or norexpert reports).

Each file is assigned a conformity score that makes it very easy to see how far a file is from being
conformant. This score depends on the number of errors that the system has identified during
the implementation andthe policy checking process. The highest the number of errors, the
lowest the score will be:
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